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A study of Security Risksof Network Distributed Systems
Abstract

Security inadistributed system poses unique
challenges that need to be considered when
designing and implementing systems. A
compromised computer or networ k may not bethe
only location where data is at risk; other systems
or segments may also become infected with
malicious code. Because these types of threats can
occur anywhere, even acrossdistancesin networks
with few connections between them, new research
has been produced to help determine how well
distributed security architectures are actually
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Introduction

Thereare special factorsof risk in distributed systems. Existing distributed systems offer significant
opportunitiesfor theintroduction of insecure or maicious software. They aso permit hacking and browsing.
Even those di stributed systemswhich areintended to support alow or medium risk areaof businesstill have
to be careful today not to leave themsel veswholly unprotected. Vigilant management isrequired against
attacks|eading to denial of service. Even wherethese attacks do not compromise dataintegrity, they may be
both inconvenient and expensive. The experience of people affected by the “Internet Worm” (Spafford,
1988) illustratesthis. A deliberately created program propagated itself acrosssevera networks, especidlyin
thelndia Althoughit did not itsdf cause any damage, it reproduced itsalf continuoudy until it had absorbed all
theresourcesof computersit had invaded and brought themto ahalt. The cost of recovery was estimated at
millions of Rupee. Other risksof thiskind aredescribedin (1.D.I.1 2020). Similar effects can be caused
accidentally. In particular, the incorrect handling of error reports in electronic mail systems can cause “mail
storms” which swamp the network. This can be caused if amessage containing errors is broadcast to multiple
sites|f each receiver sitereportsthe error back to theoriginator and separately triggers off aretry of theentire
broadcast, thenumber of messagesgrowsexponentidly until the network halts. Another risk isthat unprotected
systems may be used asan entry point into other inadequately protected but sensitive systems. They used
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unprotected systems as bases from which to probe systematically for security weaknessesin other more
sengdtivesystems, withasurprisingly high degreeof success. Thisresulted not only intheexposureof confidentia
information, but alsoin extracostsfor severa siteswho only discovered that they had been penetrated when
their billsfor communicationwereunexpectedly high. Thereisadirect risk of exposureof confidentia information
intheuncontrolled, unprotected use of public networksbetween nodesof the system for information transfer.
Therearemany opportunitiesfor network staff to gain accessto transmitted information but, in addition, any
satdlliteor point-to point radio link may beintercepted with the appropriate equi pment. If asecure network is
required, encryption and access controlsare essential . Distribution not only introduces additional risksto
computer systems but a so adds complicationsto deding with therisks.

For example: communication may introduce significant time-laginto the system in respect of security-
related information; thismay makeit difficult for the security management systemto correlateinformation
which, takentogether, wouldindi cate asecurity breach; splitting the systeminto different geographicd, politica,
technical or adminigtrative domains complicatesthe setting and management of acoherent security policy; it
a so addsto thedifficulty of tracing security breacheswhich areinitiated from adifferent domain.

Security Benefits of Distributed Systems

However, in addition to the down-side of introducing risks, thereare compensating factorsin distributed
systemswhich can be used to enhance system security. Unauthorised accessto corporate datacan provide
theintruder with valuabl e strategic information. The advantage of distributioninthiscaseisthat it allows
sengtivedatato bedistributed throughout the system. Thusonly by knowingtheway inwhichitisdistributed
and accessingit at al locations can anintruder obtain completeinformation. The damagewhich can result
when the process ng capability of asystemisdisrupted can bevery high, particularly when ahigh premiumis
placed on the ability to processinformation. Distribution can provide aternativelocationsfrom which to
acquire processing resources. Accidenta failurestypically occur at onesteat atime, and deliberate attempts
to disrupt aservicewould requireinterferencewith anumber of stessmultaneously. Theremay beavariety
of security requirementswithin adistributed system. One advantage of distributionisthat it doesnot constrain
all components of asystem to accept the same security regime. If theenvironment ispartitioned into separate
security domains, each domain can reflect a different aspect of the organisation’s policy concerning security.
Overdl control isobtained either by negotiated security interaction policies between themanagersof domains
or by ahierarchica structuring of domainswith onemanager taking responsibility for coordinaingtheinteractions
ofdl.

Security Framework

Theobjectivesof security within distributed systems can be defined at anumber of different levels, from
ahigh-level objective such as “to safeguard the organisation’s assets” to a low level one such as “ensure that
no dictionary words are used as passwords”, with a hierarchy of objectives in between. Each level helps to
achievetheobjectivesof ahigher level. These objectivesmay be achieved by mechanismsat severd different
architectural level swithinadistributed system. An exampleof this, mentioned below insection11.D.1, isthe
protection of datain transmission. Thiscan be achieved by link protection, by end-to-end protection, or at an
intermediatelevel. The combination of security objectivesand thearchitectural levelsat whichthey may be
supported together form aframework inwhich to describe security. The International Standards Organisation
(ISO) Open Systems I nterconnection (OSI) Security Architecture (1SO, 7498-2) definesaset of security
services based on generally agreed objectivesand sets out the optionsfor the architectura levelsat which
these may be provided.

Objectives
Itishdpful to distinguish between the primary and secondary objectivesof security. Theprimary objectives
correspond to threats such asdisclosure, corruption, loss, denial of service, impersonation, repudiation. The
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secondary objectives|ead to the specification of servicesto support theprimary ones. Therearethree primary
security objectiveswhich apply to both stored dataand messagesintranst. They are:

Confidentiality: Maintaining confidentidity of information held within sysemsor communi cated between
them. Thistypically meansthe prevention of unauthorised accessto stored datafiles and the prevention of
eavesdropping on messagesin transmission. However, in high-security applicationsthere may also bea
requirement for protection against revedinginformationwhich may beinferred solely fromthefact that detais
being transmitted and not from itscontents. Thisinformation can bederived fromtrafficanayss, anaysisof
the source, destination and volume of communications. A classical caseof trafficanadysisisamilitary onein
which preparation for troop movements could bereved ed by theincreased vol umeof communi cations between
units

I ntegrity: Maintaining theintegrity of dataheld within systemsor communi cated between systems.
Thispreventslossor modification of theinformation due, for example, to unauthorised access, component
failuresor communication errors. In datacommunications, it may a so beimportant to prevent the repetition of
amessage. For example, amessagein an Electronic Funds Transfer system authorising thetransfer of funds
from one account to another must not be sent and acted on twice. Protection from thisrisk isknown as
prevention of replay. Integrity can be achieved intwo different ways: either preventing the occurrence of
faluresat al, or detecting the occurrenceand recovering fromit. Prevention may be achieved by anumber of
means, by physical protection, by access control against unauthorised actions and by procedural measuresto
prevent mistakes. Detection and recovery requiretimely detection, combined with backup facilitieswhich
makeit possibleto start again from asituation of knownintegrity.

Availability: maintainingtheavailability of information held within systems or communi cated between
systems, ensuring that the serviceswhich provide accessto dataare avail ableand that dataisnot lost. Threats
to availability may exist at anumber of levels. A datafileisunavailabletoitsuser if the computer which
providesthe serviceis physically destroyed by fire, or if thefile hasbeenirretrievably deleted, or if the
communi cation between user and computer hasfailed. Aswithintegrity, two different modesof protectionare
available: prevention; and detection and recovery using backup facilities. Two other primary security objectives
apply specifically to communi cation between usersand/or programs.

Authentication: authenticating theidentity of communi cating partnersand authenticating theoriginand
integrity of datawhich iscommunicated between them. Itisimportant for severa purposes. Authenticating the
identity of theoriginator of amessage givesconfidence, ineectronic mail systems, that messagesare genuine.
It also providesabasisfor audit and accounting. It isarequirement for access control systemsbased onthe
identity of usersof the system. Authenti cation of message contents enabl esthe detection of integrity failuresin
messages.

Non-repudiation: thisisthe prevention of auser wrongly denying having sent or having received a
message. Thefirst of theseisknown as proof of origin and the second as proof of delivery. Non-repudiation
isimportant in any situation in which theinterests of the sending and receiving partiesmay bein conflict. For
example, inastock transfer systemit would beinthefinancia interest of the sender to repudiateasdling order
if thevaueof the stock subsequently rises, and intheinterest of thereceiver torepudiateitif it fals. Itisakey
issuefor contractua systemsbased on EDI (Electronic Datalnterchange), for example, purchase and supply
systems.

The secondary security objectivesidentified by the Security Architectureareasfollows:

AccessControl: Providing access control to servicesor their componentsto ensurethat userscan
only accessservices, and perform dataaccesses, for which they are authorised. Access control isonemeans
which isused to achieve Confidentiality, Integrity and Availability. It can be provided by physical and/or
logical mechanisms. Unauthorised accessto apersona computer may be prevented by akey lock disabling
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5thekeyboard. Accessto ashared system may be controlled by alogica access control system using access
rules based on the authenticated identity of users.

Audit Trail: Providingan audit trail of activitiesin the system to enable user accountability. An audit
trail providesevidenceof who did what, and when. Theimportant special case of audit of access control
systemsisdiscussedin sectionV.B.

Security Alarm: Thedetection of occurrencesindicating an actua or potential security failureshould
raisean alarm and cause the system to operatein afail-safe mode. Some security failuresare not detected at
thetime, and cannot bereported on, likethefailure of the access control system to detect an unauthorised
access because of its own weakness. Other activitiesmay beindicative of possible security failures, and need
investigation; for example, achanged pattern of accessby auser. Theobjectiveinthissituationisto minimise,
smultaneoudly, therisk of lossif therereally isasecurity failureand theinconvenienceto theuser if thereisa
falseaarm. The security objectivesoutlined above areinterdependent, and should not betakeninisolation.
Authentication isthebas sfor achieving many of the other objectives. Authenticated user identitiesare needed
for identity-based Access Control, Non-Repudiation and Audit Trail, but password-based Authentication
requires both Access Control to protect the password file and encryption-based Confidentiaity for further
protectionif theAccess Control fails. Access Control, bes desrequiring and supporting Authentication, isa
basisfor Confidentiality, Integrity and Availability. Audit Trail sand Security Alarms both depend upon and
support the other objectives.

Architectural Levels of Security Services

Thel SO Security Architectureidentifiesthe possiblecommunication protocol layersof the Open Systems
Interconnection Basic Reference Mode at which each security service could be provided. A security service,
such asconfidentiality, can beapplied to communication at different layersinthemode but it isnot sensbleto
apply theserviceat dl of thelayers. For instance, auser who is obtaining end-to-end confidentiaity through
encryption (seelll.E) at the Presentation Layer, hasno need of Data-link encryption aswell (seefigure 2).
Further standardswork will identify appropriate profilesof security servicesfor particular applications.

Security Mechanisms

A number of different mechanismsare used to achieve security objectives. They include:
Physical and e ectronic security of componentsof the system;

Authentication mechaniams,

Accesscontrol mechanisms;

Communi cation security mechanisms.

They aredescribed briefly here. Interested reader arereferred to further reading for more detail.

Physical Security Mechanisms

Physical security mechanismsare used for protection of equipment and for accesscontrol outsidethe
scope of logical access control or encryption. They are necessary for protection against riskssuch asfire,
tempest, terrorist attacks and accidental or malicious damage by usersand technicians. Physical security
requiresavariety of mechanisms: Preventive Security - strong construction, locksondoors, fireresistance
and waterproofing; Detection and Deterrence - movement detectors and door switcheslinked to aarms,
security lighting and closed circuit tel evision; Recovery - the provision of abackup site, with alternative
computing and communication arrangements. A basicleve of physical security isawaysnecessary eveninthe
presenceof logica access control and encryption. In somesituationsphysica protection may besmpler and
more securethan alogical solution; for example, by controlling physical accessto terminalsand personal
computersand their dataand by storing sensitive dataon demountablemedia. lllustratesasituationinwhich
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encryption needsto be supplemented by physical line protection if complete end-to-end protectionisto be
achieved. Itisnecessary becausetheencryption unitisnot anintegra part of asecureterminal.

Electronic Security Mechanisms

Electronic security mechanismsmay beneeded for protection againgt interferencefrom static e ectricity
and RF (Radio Frequency) interference, both of which can cause computer and communication equi pment to
mafunction. They ared so required for Radiation Security to avoid the passive eavesdropping of € ectromagnetic
radiation from visud display units, printersand processors. The modul ated signal s can be detected by nearby
radio receiversand anaysed to reveal the databe ng displayed, printed or processed. Preventivedevicesare
commercially available, and there are also military standards of protection (so-called “Tempest” proofing).

Conclusion

A distributed system is composed of many independent units, each designed to run its own tasks
without communicating with therest of them except through messaging service. Thismeansthat asingle point
of failure canrender asystem compl etely incapabl e without any warning sincethereisno singlepoint that can
perform all necessary operations.

Attacksrelated to distributed systems arean areaof activeresearch. There weretwo main school s of
thought, thosewho believed that network worms could be stopped by employing firewa lsand thosewho did
not.

A firewall might do nothing about wormsand their ability to spread acrossvarioustypes of networks,
especidly wirdessnetworksand the Internet. Thiswasbecause dthough firewa lswere ableto sopintruders
from gaining accessthrough thefirewall, they were unableto stop aworm from salf-replicating.
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