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Abstract

Internet was made as a global network
primarily tofulfill military purposes. Thus,itis
obviousthat the need for protection of data or
information existed sincethetimeinternetisin
use. Now, when it is accessible to almost
everyone, criminals have started to use it for
their personal goals. Cyber-security is the
practiceof protectinginter net-connected systems
including har dwar e, softwar eand data, networks,
and programsfrom digital attacks.
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Internet was made as a global network
primarily tofulfill military purposes Thus, itisobvious
that the need for protection of dataor information
existed sincethetimeinternetisin use. Now, whenit
is accessibleto almost everyone, criminals have
started to useit for their personal goals.

Cyber-security isthe practice of protecting internet-connected systemsincluding hardware, software
and data, networks, and programs from digital attacks. Cyber attack isaimed at accessing, changing or
destroying sengitiveinformation, extorting money from customers, or interrupting ongoing internet processes.
Inamuch broader and technica context, security comprisesof both onlineand physical security. Theprotection
isagainst unauthorized accessto data centersand other computerized systems.
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A successful approach to cyber security has multiple protection | ayers across computers, programs,
networksand datathat aperson intendsto keep safe. The peoplea ong with the processes and technology
bel onging to an organi zation should complement each other in order to create an effective defense mechanism
against cyber-attacks.

The subset of cyber security isInformation security, which isdesigned to maintain thethreetriads
known asthe CIA triad of cyber security viz. aviz., confidentiality, integrity and availability. Cyber security
ded swiththe prevention of i ssuessuch asdatabreachesand identity theft and can dso aid inrisk management.

Information security, put in short asinfosec, involvesthealleviation of information risksin order to
safeguard hardware, software and datawhich can otherwise be gained viaunauthorized access or use. It
typically consstsof prevention of disruption or destruction of information or networksby hackers. Theprimary
goal isto reduce inappropriate disclosure, inspection, deletion, modification of information aswell asto
decrease adverse aftermath of incidents.

Atanindividual leve, acyber security attack resultsin everythingfrom theft of identity, to attempts of
breach, to theloss of important datalikefamily photos, which can be used for nasty purposes. To keep our
society functioning, it becomesimportant to safeguard critical infrastructure of hospitalsand financial service

companies.
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Theinsurance of any form of informationin theform of physica or éectronictangibledevices, or any

dataover theinternet isdone by focusing on themai ntenance of aba anced preservation of the CIA triad. This
isdonewnhileimplementing an efficient policy, which should bedonewithout inhibiting organization productivity.

At the heart of Information security lies the CIAtriad — confidentiality, integrity, availability —which

arethe properties of the goalsof security. It can be used asamodel for creating security measures; and it
ensuresthat theimportant areas of security are covered.

1.

Confidentiality

Confidentiality islike privacy, but never the same. Navigation around technol ogy with the hope of
keeping one’s data safe from prying eyes, in times when data can be accessed through illegal means,
and be compromised with, isthe need of the hour. Any data has accessto guaranteed protection with
theuse of thingslike accesscontrols, permissions, and key encryption techniques.

Blockchain Technology: A databasethat maintainsaconsequently growing list of data, called blocks
that are safeguarded from any kind of revision effortsor tampering. It consists of blocksthat contain
sections of valid and approved transactions. Thereisalink between the prior block and the current
one. Thelinked blocksformachain, thereforetheblockchain.

It isacome-of-age disruptivetechnol ogy that revol utionizesthe way in which extremely complex
audits, dealing with sengitiveinformation like transactionswith virtual currencies canbedone more
securely. The popular Bitcoin platformsare built on the foundationa technology of blockchainsthat
organizesdataand securesit to reducethe cost and complexity of transactionsto agreater extent. Due
toitsdecentraized nature, theed ementsaretrangparent to al theindividua swho sharetheir information
with others ina single block chain. 10T — Internet of things brings along with itself numerous device
corruptionways, attacks, aswell asinternal leaks.

Integrity

Prevention of datafrom being modified completely or partly, aswell asbeing deleted and al thisbe
doneinan undetected manner catersto integrity of information. The key element to dataintegrity is
encryption. The goal is to not depend on a “third party auditor’ for more reliable data integrity verification,
being provided both for the dataownersaswell asthe consumers. In any case of fault istheintegrity
system, possiblewaysto revert the harm done should exist.

Spoofing and forgery attacks whereimpersonation of adeviceisdonein order to gainfalse accessto
credentia's, isdoneby creation of IP packetswith unreal |Paddress. Thisway dataishampered aong
theway posingthreat tointegrity.

Useof CONIK S: The end-to-end secure communication between users, without thethresat of data
being stolen d ong theway has become aneed among technol ogy users. Thisdemand ismet by adopting
end-to-end encryption. Key management isdifficult for avast mgority of users. CONIK Sestablishes
automated trust with untrusted communi cation providers by having the service provider kegp anauditable
directory of all its users’ keys.

Valid certification of encryptionisdoneby applying for arusted CA (CertificateAuthority), whichis
then presented to the browser to authenticate the site.

Availability

Any information be available when needed, only to authorized users as per the need i sthe purpose of
thethird member of the CIA triad. Thisisbest achieved by rigorousy maintai ning hardware, performing
repairsand by correct functioning of OS environment, free of software conflicts. Thisalsorelieson
necessary upgrades and updates, to keep systemsworking reliably. For example, aninvestment in
cloud backup measuresin case of power outage, shall ensureavailability of datato an organization.
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Issuesin network forensics & cyber security
Network forensics can be generally defined asthe science of discovering and retrieving evident
informationinaconnected environment about acrimein away which makesit admissblein court.

Differentfrom intrusondetection, dl thetechniquesusedfor network forenscs should stisfy both legd
and technical requirements. For example, itisimportant to guaranteewhether thedevel oped network forensic
solutions are practical and fast enough to be used in high-speed networks with heterogeneous
network architecture and devices. Moreimportantly, they need to satisfy genera forensicsprinciplessuch as
therulesof evidenceand the criteriafor admissibility of nove scientific evidence (such asthe Daubert criteria).

Thefiverulesarethat evidencemust be:
Admissible- Must beableto beused in court or el sewhere.
Authentic- Theevidencereatesto anincident in arelevant way.
Complete- Notunnel vision, excul patory evidencefor aternative suspects.
Reliable- No question about authenticity and veracity.
Believable- Clear, easy to understand, and believable by ajury.

VV V VYV

The evidence and the investigative network forensics techniques should satisfy the criteriafor
admissibility of nove scientific evidence (Daubertv. Merrell):

Whether thetheory or technique hasbeenreliably tested.

Whether the theory or techni que has been subject to peer review and publication.
What istheknown or potentia rate of error of the method used?

Whether thetheory or method hasbeen generaly accepted by the scientific community.

YV V V V

Theinvestigation of acyber-crime often involves casesrelated to homeland security, corporate
espionage, child pornography, traditional crime assisted by computer and network technology, employee
monitoring, or medical records, where privacy playsanimportant role.

Thereareat least three distinct communitieswithin digital forensics: law enforcement, military, and
busi ness and industry, each of which hasits objectivesand priorities. For example, the prosecutionisthe
primary objective of the |aw enforcement agencies and their practitionersand is often done after thefact.
Military operations’ primary objective is to guarantee the continuity of services, which often have strict real-
time requirements. Business and industry’s primary objectives vary significantly, many of which want to guarantee
theavailability of servicesand put prosecution asasecondary objective.

Network forend csisan extension of thecyber security mode whichtraditionaly emphasizesprevention
and detection of network attacks. Current network forensi cs approaches are costly and time-consuming.
However, unlikeother areas of digital forensics, network forensicsdea swith volatile and dynamic data. It
helps organizations to investigate attacks that originated from outside and inside of the company. It’s also
important for law enforcement agencieswhen solving crimes.

A network forensi c expert must deal with alot of problemswhen collecting datafrom anetwork;
organizationd,
technica and
Legd issues.
Organizationa issues ariseasthe network forensicsinvestigator is called to examineadigita crime
scene, without impairing thefunction of the company, whichisthevictim of thecrime.

YV V V V
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»  Technicd issuesarisedueto difficultiesin collecting and producing digital evidencethat isbeyond any

reasonabl e doulbt.
> Legal issuesthat arise concern protection of privacy and jurisdiction problems.
CONCLUSION

Information security, put in short asInfoSec, involvesthealleviation of information risksin order to
safeguard hardware, software, and datawhich can otherwise be gained viaunauthorized access or use. It
typically consstsof prevention of disruption or destruction of information or networksby hackers. Theprimary
goal isto reduceinappropriate disclosure, inspection, del etion, modification of information aswell asto
decrease adverseaftermath of incidents.

Atanindividua leve, acyber-security attack resultsin everything from theft of identity, to attempts of
breach, to theloss of important datalike family photos, which can be used for nasty purposes. To keep our
society functioning, it becomesimportant to safeguard critical infrastructure of hospitalsand financia service
companies.
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